


































Table 1. Risk Assessment Model 
 
 

No. Factor Risk 
Determination 

 
Low: 
Moderate: 
High: 

Comments:  
All breaches of PII, whether actual or suspected, require notification to 
US-CERT 
Low and moderate risk/harm determinations and the decision whether 
notification of individuals is made, rest with the Head of the DoD 
Component where the breach occurred  
All determinations of high risk or harm require notifications
 

1. What is the nature of 
the data elements 
breached? What PII 
was involved? 

   

 a. Name only Low  Consideration needs to be given to unique names; those where one or only 
a few in the population may have or those that could readily identify an 
individual, i.e., public figure  
 

 b. Name plus 1 or 
more personal 
identifier (not SSN, 
Medical or Financial) 

Moderate  Additional identifiers include date and place of birth, mother’s maiden 
name, biometric record and any other information that can be linked or is 
linkable to an individual 

 c. SSN High   
 d. Name plus SSN High   
 e. Name plus Medical 

or  Financial data 
High   

2. Number of 
Individuals Affected 

  The number of individuals involved is a determining factor in how 
notifications are made, not whether they are made 
 

3. What is the 
likelihood the 
information is 
accessible and 
usable? What level of 
protection applied to 
this information? 

   

 a. Encryption (FIPS 
140-2) 

Low   

 b. Password Moderate/High  Moderate/High determined in relationship to category of data in No. 1 
 

 c. None High   
4. Likelihood the 

Breach May Lead to 
Harm 
 

High/Moderate/Low  Determining likelihood depends on the manner of the breach and the 
type(s) of data involved 

5. Ability of the Agency 
to Mitigate the Risk 
of Harm 

   

 a. Loss  High  Evidence exists that PII has been lost; no longer under DoD control 
 

 b. Theft High  Evidence shows that PII has been stolen and could possibly be used to 
commit ID theft? 
 

 c. Compromise    
    (1) Compromise 

w/I DoD control 
Low 
High 

 No evidence of malicious intent 
Evidence or possibility of malicious intent 
 

    (2) Compromise 
beyond DoD control 

High  Possibility that PII could be used with malicious intent or to commit ID 
theft 

 
DoD Components are to thoroughly document the circumstances of all breaches of PII and the decisions made relative to the factors 
above in reaching their decision to notify or not notify individuals. 
 
 
 




